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Abstract—A deployable Emergency Information Sharing 

(EIS) framework is necessary to facilitate not only the sharing of 
critical, timely incident information with all responding 
emergency managers and organizations, but also to remotely 
command and monitor tactical actions, and communicate multi-
media data to all first responders at the incident site.  Consistent 
with the Presidential Policy Directive on National Preparedness 
(PPD-8), such a framework must “achieve an integrated, layered, 
and all-of-Nation [capabilities-based] preparedness approach 
that optimizes the use of available resources”.  The resulting real-
time, Shared Situational Awareness (SSA) between all emergency 
response organizations, managers, first responders, and even 
local citizens, will quickly mobilize and facilitate an effective, 
coordinated emergency response to minimize risks, hazards, and 
loss of life. 

Presented here is an approach to an effective EIS framework 
for SSA that is readily achievable, cost-effective, sustainable, and 
deployable in the near-term.  Based on commercially available 
technology and network infrastructure, this proposed framework 
can achieve (1) federated data sharing among all participating 
agencies and organizations; (2) selective, shared real-time access 
to data/video feeds, controlled by each data feed owner; (3) 
secure, dynamic incident management sessions coordinating all 
managers and personnel; (4) a cloud solution operational over 
available network infrastructure; (5) mobile command and SSA 
on tablets/smartphones; and (6) a persistent, “always on” 
24/7/365 solution for day-to-day and emergency operations. 

A proposed three-pronged approach is presented, using 
commercially available components, which demonstrates an EIS 
framework that achieves effective SSA.  The EIS design includes 
(1) utilizing an open standard, data sharing framework, such as 
the Distributed Data Framework (DDF);  (2) deploying on a 
NextGen Cloud Platform that provides scalable, resilient and 
reserved performance compute/storage/network access;  and (3) 
leveraging an easy-to-use but powerful, four-dimensional data 
visualization, command & control, SSA browser/server system, 
such as fourDscape®.  These three core components working 
together are crucial for an EIS framework to achieve an all-of-
Nation, pervasive, shared situational awareness at all levels. 

The need for “vertical” as well as “horizontal” (i.e. DDF) data 
sharing is also described, which  requires a layered emergency 
information sharing framework and device mesh that relies more 
on a machine-to-machine (M2M) communications paradigm, 
which interestingly begins to touch on the global “Internet of 
Everything” frontier. 
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I.  INTRODUCTION 

A deployable Emergency Information Sharing (EIS) 
framework is necessary to facilitate not only the sharing of 
critical, timely incident information with all responding 
emergency managers and organizations, but also to remotely 
command and monitor tactical actions, and communicate 
multi-media data to all first responders at the incident site.  
Consistent with the Presidential Policy Directive on National 
Preparedness (PPD-8) [1], such a framework must “achieve an 
integrated, layered, and all-of-Nation [capabilities-based] 
preparedness approach that optimizes the use of available 
resources”.  The resulting real-time, Shared Situational 
Awareness (SSA) between all emergency response 
organizations, managers, first responders, and even local 
citizens, will quickly mobilize and facilitate an effective, 
coordinated emergency response to minimize risks, hazards, 
and loss of life. 

Such an advanced EIS SSA framework can be achieved 
leveraging existing and emerging technology that currently 
addresses all required technology component layers, which 
integrated together can provide emergency responders with the 
Emergency Information Sharing (EIS) solution that is needed.  
A three-pronged approach can be taken to demonstrate an 
advanced Emergency Management Common Operating Picture 
System (EMCOPS) with EIS SSA capability: 

 First: Use Distributed Data Framework (DDF) as the 

data sharing framework.  DDF is the commercially 

available open-sourced core operational technology of 

the U.S. military’s Distributed Common Ground System 

(DCGS) Integration Backbone (DIB) version 4.0 and 

beyond.  It is a proven, deployed, supported data 

framework that provides a standard means of interfacing 

to not just the US Military’s metadata catalog, but also 

to a wide range of command and control (C2), 

intelligence, unstructured, and “big data”. 

 Second: Deploy on a Next Generation Cloud Platform, 

such as the Verizon NextGen Cloud Compute/Storage, 

which is a cutting edge next generation cloud solution 

rolled out in beta this year that offers many important 

features for an emergency management hosted solution. 

 Third: Use a fourDscape cloud-based Shared Situational 

Awareness solution for powerful data visualization and 

situational awareness at the command and control level 



 

 

 

 

in multiple coordinating first responder groups/agencies. 

This capability exists as a result of U.S. Department of 

Homeland Security Science & Technology (DHS S&T) 

and U.S. Air Force Research Laboratory (AFRL) Small 

Business Innovation Research (SBIR) Phase I/II/III 

projects, already achieves most all of the required 

capabilities, and is already commercially available. 
 

This EMCOPS EIS SSA solution can achieve all the 
required functional and performance goals and more, 
including: 

 Shared Situational Awareness among all responders and 

emergency managers. 

 Federated data sharing with both “cloud” and local 

servers, among participating agencies. 

 Multi-media video/data transmission to/from responders 

in the field. 

 Powerful, Augmented 4D Virtual Reality “telepresence” 

Command & Control. 

 A dynamic First Responder IP-Network overlayed onto 

existing transmission pathways. 

 Network-agnostic communications and platform-

agnostic application components.  

 Secure, federated, dynamic incident sessions including 

all responders and agencies. 

 Selective shared access to data/video feeds controlled by 

each data feed owner. 

 A next-generation, massively scalable, resilient, reserved 

performance cloud/network. 

 Integration support for legacy data sharing frameworks 

and GIS applications. 

 Live video/sensor/tracking feeds geo-registered and 

instantly accessible in a 4D scene. 

 Mobile command and shared situational awareness on 

laptops/tablets/smartphones. 

 Ability to interface to the public via smartphones and/or 

social media. 

 A persistent, “always on” 24/7/365 solution for day-to-

day and emergency operations. 

 A sustainable, cost-effective, commercial solution 

deployable in the near term. 
 

 

II.  FUNCTIONAL CAPABILITIES ANALYSIS 

The “Conceptual Interoperability Framework” (CIF), 
shown in grey in Figure 1, is a well-known [2] and very 
effective approach for an Emergency Information Sharing 
(EIS) Framework, where data is “published” to the integration 
layer once, and accessed by many agencies’ presentation tools.  
In practice, a powerful “Network/Cloud Layer” and a 
“Security/Access Control Layer” is also required (shown added 
to CIF in Figure 1) to facilitate effective communications and 
selective data security/access across each layer. 

 

 

 

Figure 1.  Network/Cloud and Security/Access Control Layers 
needed for CIF operability. 

 

This type of “publish-once” EIS framework can be 
effectively deployed now by leveraging and integrating 
powerful existing technologies to achieve the goal of Common 
Operational Data (COD): 

 DATA Layer – not just one type of data, but the full 

range of multi-media datasets (live video, text, 

images, alerts, voice, static/dynamic GIS/databases, 

sensors, etc.) sourced from a multitude of sensor/data 

owners (from public agencies to the private sector) at 

the local, tribal, regional, state and national levels. 

 INTEGRATION Layer – by leveraging a powerful, 

federated Distributed Data Framework (DDF), all data 

can be published and searched, with automatic alerts 

generated when new data is available. 

 PRESENTATION Layer – by leveraging a powerful 4D 

multi-media visualization browser for comprehensive, 

interactive situational awareness at the command and 

control level, as well as supporting standard web 

services to visualize datasets in other available GIS 

toolkits. 

 NETWORK / CLOUD Layer – this CIF data  

integration  presentation layer data flow does not 

work without reliable, distributed cloud servers and a 

communications network deployed on existing, 

available infrastructure. 

 SECURITY / ACCESS CONTROL Layer – and, the 

cloud and network must be secure, with access 

controls to allow data owners to determine who can 

access their shared, published data feeds. 
 

There currently exists expertise and technology that addresses 
all these component layers, and integrated together can provide 
the EIS solution that is needed.  A three-pronged approach is 
described below that can achieve an advanced Emergency 
Management Common Operating Picture System (EMCOPS, 
see [3]). 



 

 

 

 

 

A.  A Distributed Data Framework 

First, a core technology to be deployed in the solution is the 
Distributed Data Framework (DDF, [4]) at the integration 
layer.  DDF is the core operational technology of the U.S. 
military’s Distributed Common Ground System (DCGS) 
Integration Backbone (DIB) version 4.0 and beyond.  It is a 
proven, deployed, supported data framework that: 

 Provides a flexible integration framework with 

Advanced Programming Interfaces (APIs) to facilitate 

customization of queries and results, while maintaining 

interoperability and providing a defined and extensible 

set of interfaces to support integration with a variety of 

data repositories and applications. 

 Exists as Government Open Source Software (GOSS) 

based on a Free and Open Source Software (FOSS) core. 

 Provides a data abstraction layer to decouple user 

interfaces from the underlying data repositories, 

facilitating an effective service oriented architecture 

(SOA). 

 Provides a standard means of interfacing to not just the 

US Military’s metadata catalog (MDC, the community 

standard for federated data sharing), but also to a wide 

range of command and control (C2), intelligence, 

unstructured, and “big data”. 

 Ushers in a whole new level of flexibility, modularity, 

and standardization for integrating new data sources, 

data transformation services, and user-facing interfaces. 
 

DDF is a proven standard that should be leveraged by DHS 
and all government and private agencies, not just the DoD.   

 The common operating environment that DHS is 

looking to achieve is very similar to the military’s 

existing Distributed Common Ground System (DCGS) 

framework, sharing intelligence information with assets 

deployed in the field.   

 Using DDF also facilitates integration with military data 

intelligence if/when local/regional first responders are 

deployed in conjunction with US military assets in a 

national emergency. 

 DDF has been open-sourced last year, and can now be 

used by commercial, public and private organizations as 

well.  Numerous public/private DDF nodes can be 

“federated” to facilitate controlled data sharing/access at 

all levels and locations.  

 DDF has already been successfully utilized, through a 

contract with the U.S. Air Force Research Laboratory, 

with an “Urban Telepresence” natural user interface 

(based on fourDscape® technology) interfaced to the 

military’s DCGS Integration Backbone through DDF.   

 DDF can also be integrated with other DHS data sharing 

frameworks (such as UICDS, Virtual USA, etc.) to 

leverage previous data sharing efforts without skipping a 

beat during a transition/evolution phase. 

 

B.  Secure Cloud / Network Connectivity 

Second, the DDF needs a secure cloud and network 
connectivity and performance to be effective in sharing data 
among many agencies and organizations, public and private.  
DDF and fourDscape modules (described below) can be 
deployed on a Next Generation Cloud, such as the Verizon 
Cloud Compute/Storage [5], which is a cutting edge next 
generation cloud solution rolled out in beta this year that offers 
many important features for an emergency management hosted 
solution, including: 

 Scalable and dynamic resource availability. 

 Designed to massively scale. 

 Designed for growth. 

 Designed to provide highest SLA guarantees. 

 Reserved storage and network performance. 

 Advanced robust, reliable network, mobility and satellite 

capabilities. 

 
A cloud solution is only as good as its network connectivity 

providing the “on-ramp” for all user groups to the shared data 
feeds/repositories in the cloud.  Here a communications 
company solution like Verizon’s also excels due to its 
capabilities and performance as a top-tier network solution 
across the nation.  This “on ramp” needs to be deployed as an 
overlaid network.  What that means is that a secure, private ad-
hoc network would be dynamically deployed over available 
transport channels (wired, wireless, cellular, satellite, etc.) 
during an emergency.  This would not be a separate emergency 
network used only for emergencies, which is too costly to 
maintain. Instead, an ad-hoc emergency network would deploy 
dynamically, leveraging whatever (potentially degraded) 
connectivity is available at the time.  And all collaborating 
agencies and public/private organizations can join this single, 
secure network to share critical information in real-time and 
without network bottlenecks.  DDFs can immediately federate 
over this single network to seamlessly connect all available 
data assets. 

 

C.  Powerful 4D Data Visualization 

Third, for powerful data visualization and situational 
awareness at the command and control level in multiple 
coordinating first responder groups/agencies, the fourDscape® 
cloud solution can be utilized.  [fourDscape technology is 
described in detail in [3].]   

 Next generation fourDscape 4D browsers have already 
been developed over the past decade and are already deployed 
and providing situational awareness (SA) in a comprehensive, 
natural, easy to use/understand 4D virtual reality scene.  
fourDscape SA technology has already been leveraged by DHS 
S&T and beyond, in successful DHS S&T SBIR Phase I/II/III 
deployments as a Regional Common Operating Picture 
(RCOP), and selected by the U.S. Air Force Research 
Laboratory for their “Urban Telepresence” (UT) RDT&E 
Initiative.  This military UT capability being developed can 



 

 

 

 

also be leveraged in part by DHS for advanced emergency 
management command and control.  [For further, unclassified 
reading on UT, you can access the ©IEEE paper published on 
IEEE Xpress titled “The What, Why and How of Achieving 
Urban Telepresence” [6].] 

fourDscape servers can also be configured and deployed to 
support standard OGC web services, to facilitate access to all 
DDF shared cloud data/resources by other legacy geographical 
information systems (GIS) in use by first responder groups.   

Also, a Unified Incident Command and Decision Support 
(UICDS, an existing DHS middleware for data sharing [7]) 
core/adapter has already been interfaced to fourDscape servers 
at the Morrelly Homeland Security Center in Bethpage NY, 
and can be leveraged to integrate existing UICDS 
collaborations into a shared, federated DDF cloud framework. 

 

This three-pronged technical approach would result in a 
Functional EMCOPS utilizing SUSTAINABLE technology 
used every day.  DDF, fourDscape, and NextGen Cloud 
technology can be used right now to meet the immediate need 
and beyond.  Such an advanced shared EMCOPS could be 
Technology Readiness Level 9 (TRL-9 ready) and deployed in 
the near term. 

 

 

Figure 2.  An Advanced Emergency Information Sharing, 
Shared Situational Awareness Emergency Management 
Common Operating Picture (EIS SSA EMCOPS), achievable 
in the near term. 

 

D.  Horizontal vs Vertical Data Sharing  

An EIS SSA EMCOPS needs to facilitate the 
communication of information, data, and actionable 
intelligence where and when it is needed.  That requires real-
time Global Information Sharing capability, both 
“horizontally” and “vertically”.  Think of the DDF cloud 
solution described here as “horizontal” communications, 
where information is shared in real-time between many 
responding agencies and public/private organizations.  In 
contrast, “Vertical” communications delivers situational 

awareness between first responders in the field and their 
emergency managers.  Figure 3 graphically describes this two-
dimensional communications and data sharing structure. 

 

 

Figure 3.  All levels of Information Sharing possible in an EIS 

SSA EMCOPS. 
 

Here you can see that, horizontally, there is data sharing 
between two (or more) local/regional command centers, 
representative of any agency or organizations tied into the 
DDF/cloud-enabled EIS framework of the EMCOPS.  But 
vertically, data must also be shared from emergency managers 
in command centers to/from on-site incident commanders 
(represented in the diagram by tailgatER™ on-site mobile 
units) and individual first responders in the field using 
wireless handheld or wearable devices.  This vertical data 
sharing requires a different emergency information sharing 
framework that relies more on a machine-to-machine (M2M) 
communications paradigm, described below. 

 

E.  M2M and the “Internet of Things” 

 Emergency responders need to leverage automated 

machine-to-machine (M2M), mobile connectivity and bi-

directional data sharing at an incident site. With connectivity 

automated through M2M network technology, responders 

would have much improved situational awareness, and can 

effectively focus their complete attention on the necessary 

emergency response actions.  

 

M2M technology can connect many devices, both 

stationary and mobile, over a variety of network topologies.  A 

somewhat futuristic automated M2M concept of operations, 

that could be initially achieved in part in the short term, would 

enable the following scenario:  Imagine a first responder 

arriving at an incident site.  Approaching the building wearing 

their M2M technology, the building and surrounding area in 

crisis begin to “talk” to the first responder on their handheld 

 



 

 

 

 

screen or wearable goggles.  Various critical systems (and 

maybe even people) within the building identify themselves 

with their geo-location.  All the facility management 

systems/sensors status are reporting to the responders over ad-

hoc M2M networks.  Some systems even offer control to 

responders, providing the ability to open/close doors, shut 

down HVAC, turn on fire suppression equipment, etc.  

Various video surveillance cameras begin to identify 

themselves and selectively send critical live video feeds to 

responders.  Other responders have arrived at the scene, and 

their wearable devices have automatically established 

communication with the other responders and are sharing 

voice & data communications amongst each other, as well as 

having communications back to a full command center(s) in 

the region.    

 

Not only would first responder communications and 

situational awareness be enhanced, but automated with the 

effective application of M2M technology.  The automated 

nature of M2M allows responders to focus fully on their 

response procedures, and not be burdened and distracted with 

communications logistics. 

 

The emerging “Internet-of-Everything” (IoE, see [8]) is 

being driven by the availability of atomized processing power, 

wireless connectivity, sensors, IPv6 addressing and Big 

Data/Analytics.  IoE will continue to evolve over the next ten 

years and beyond, but the “Internet-of-Things” (IoT) can 

happen now and be leveraged now by first responders.  This 

potential solution will not only develop an M2M connectivity 

concept that can be developed and deployed now, but can 

scale and deploy over the coming years as IoE technologies 

continue to emerge and evolve.  The innovative approach 

described below is designed to leverage existing IoT 

capabilities that will evolve in parallel with IoE.  Such 

innovation needs the capacity to evolve and embrace new 

technology, or you will always be ten years behind the rest of 

the world. 

 

First responders need to catch up now with the rest of the 

world in M2M technologies, and stay ahead of the curve.  

Why can a homeowner have complete remote situational 

awareness and control of their home, but a first responder 

arriving at a building fire or school lockdown / active shooter 

not have the same if not more capability?  Automated M2M 

communications can bring first responder communications and 

situational awareness to the leading-edge of IoE-leveraged 

technology – exactly where they belong as they risk their lives 

to protect and save others. 

 

A “Layer 1”, mobile M2M first responder network 

communications architecture can be deployed with some level 

of initial operating capability now, and can scale and evolve in 

conjunction with IoE emerging technologies over the coming 

years.  In order to understand what is meant by “Layer 1”, a 

little technology background is needed. 

 

   
Figure 4. The layered fourDscape architecture that enables 

M2M device connectivity. 

 

Over the past decade, software technology has already 

been successfully developed and deployed, with support in-

part from DHS S&T SBIR Phase I/II/III contracts, for a 

command & control system and architecture for “Automated 

Situation Awareness (ASA) in Managing Multi-Media 

Surveillance Information Networks”. What has proven to be a 

very effective LAYERED networked architecture, based on 

powerful fourDscape® augmented 4D virtual reality 

browser/server systems, is shown in Figure 4.  Note that the 

layered components are all networked together in an M2M 

network structure, and that in this context Layer 1 refers to the 

lowest level devices/sensors communicating to the system.   

 

Note here that an effective layered M2M architecture 

already exists (including mobile handheld apps already 

capable of streaming geo-located video camera feeds to/from 

responders) and can be used to deliver automated shared 

situational awareness to all responders and organizations at the 

command and control level throughout an entire region.  What 

is needed over-and-above this already advanced capability is 

the ability to deploy an M2M IoE network as a Layer 1 multi-

M2M device mesh, which would include all first responder 

wearable/handheld devices with auto-M2M connectivity 

amongst themselves and to all (i.e. IoE) M2M-accessible 

sensors/audio/video/devices in “smart” buildings, campuses, 

roadways, etc. attempting to communicate situational 

awareness and control to first responders at the incident site 

(i.e. known as “near-field communication” (NFC)). 

 

This is not a future dream; the future in IoE is arriving 

now, and effective M2M/IoT technology can bring this future 

to first responders now.  As new, innovative Layer 1 multi-

M2M device mesh capability is developed, it can be 



 

 

 

 

immediately integrated into the existing 8-layer fourDscape 

architecture and available without delay in EIS SSA EMCOPS 

systems for first responder use. 
 

 

III. CONCLUSIONS 

Over the past decade, fourDscape-based RCOP technology 
has been utilized on a wide variety of projects, providing 
situational awareness to numerous levels of users.  The three-
pronged approach for an EIS SSA EMCOPS described here to 
achieve horizontal data sharing among many agencies and 
organizations can certainly be deployed in the near term.  And 
existing M2M capability can also be leveraged to deploy 
initial vertical data sharing to/from first responder handheld 
and wearable devices; in fact, an SBIR project is about to 
commence with DHS S&T funding support to do just that. 

This is just the tip of the iceberg.  There is much more that 
can be done with the technological capabilities described here.  
And not just in the emergency management field.  Shared 
Situational Awareness and machine-to-machine internet-of-
things technology can be a driving force towards achieving the 
Internet-of-Everything, one step at a time, in heavy industry, 
facilities management, public safety, home healthcare, traffic 
management, home monitoring & control, even personal 
services.  When the IoE becomes aware and shareable, the 
world we live in will quickly evolve to a new level of 
technology automation and connectivity. 
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