
 

 

978-1-4577-1343-9/12/$26.00 ©2015 IEEE,         used by VCORE Solutions with permission. 

 

Building the “Internet of Everything” (IoE) 

for First Responders 
 

Robert E. Balfour, Ph.D. 

Chief Technology Officer 

V.C.O.R.E. Solutions LLC 

Bethpage, NY,  USA 

bob.balfour@vcoresolutions.com 

 

 
Abstract — The “Internet of Everything” (IoE) describes the 
”bringing together of people, process, data, and things to make 
networked connections more relevant and valuable than ever 
before”.  IoE encompasses both machine-to-machine (M2M) and 
Internet-of-Things (IoT) technologies, and it is the pervasiveness 
of IoE than can be leveraged to achieve many things for many 
people, including first responders.  The emerging IoE will 
continue to evolve over the next ten years and beyond, but the 
IoT can happen now, with automated M2M communications 
bringing first responder communications and situational 
awareness to the leading-edge of IoE-leveraged technology – 
exactly where they belong as they risk their lives to protect and 
save others.  

Presented here are a number of technological capabilities that 
are critical to achieving the IoE, especially for first responders 
and emergency managers, including (a) Security; (b) a global 
M2M standard; (c) powerful four-dimensional M2M 
applications;  and (d) Data Privacy and trust.  

For advanced security, Software Defined network Perimeters 
(SDP) can provide the critical functionality to protect and secure 
M2M nodes in an ad-hoc M2M IoT/IoE network.  Without a 
secure, dynamic, M2M network, the vision of an emergency 
responder instantly communicating with a “smart building” 
would not be feasible.  But with SDP, it can, and will, happen.   
SDP enables an ad-hoc, secure M2M network to rapidly deploy 
and “hide in plain sight”.  In an emergency response situation, 
this is exactly what we need.  For M2M/IoT to go mobile and 
leverage global IoE capabilities anywhere (which is what 
emergency responders need as emergency locations are somewhat 
unpredictable and change every day), a global industry standard 
must be, and is being, developed:  oneM2M.  And the existing 
fourDscape® technology/platform could quickly support a 
oneM2M system structure that can be deployed in the short term, 
with the fourDscape browser providing powerful M2M IoT/IoE 
applications and 4D visualizations.  Privacy-by-design principles 
can also be applied and other critical related issues addressed 
beyond privacy (i.e. once privacy is achieved and available IoE 
sensors/data can be leveraged), such as trusting, scaling, hacking, 
and securing M2M IoT/IoE devices and systems. 

Without the full package of IoE innovation embracing the 
very public IoE world in a very private and secure way, and can 
continue to evolve in parallel with emerging commercial IoE 
technology, first responders would not be able to leverage the 
commercial state-of-the-art in the short term and in the years to 
come.  Current technology innovation can change that. 
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I.  INTRODUCTION 

Imagine a first responder arriving at an incident site.  
Approaching the building wearing their advanced 
communications technology, the building and surrounding 
area in crisis begin to “talk” to the first responders on their 
handheld screens or wearable goggles.  Various critical 
systems (and maybe even people) within the building identify 
themselves with their geo-location.  All the facility 
management systems/sensors status are reporting to the 
responders over ad-hoc machine-to-machine (M2M) 
communication networks.  Some systems even offer control to 
responders, providing the ability to open/close doors, shut 
down ventilation systems, turn on fire suppression equipment, 
etc.  Various video surveillance cameras begin to identify 
themselves and selectively send critical live video feeds to 
responders.  Other responders have arrived at the scene, and 
their wearable devices have automatically established 
communication with the other responders and are sharing 
voice & data communications amongst each other, as well as 
having communications back to a full command center(s) in 
the region.    

M2M technology can connect many devices, both stationary 

and mobile, over a variety of network topologies. First 

responders need to leverage automated machine-to-machine 

mobile connectivity at an incident site in order to achieve the 

futuristic scenario described above. With connectivity 

automated through M2M network technology, responders 

would have much improved situational awareness, and can 

effectively focus their complete attention on the necessary 

emergency response actions and procedures.  The emerging 

“Internet-of-Everything” (IoE) will continue to evolve over 

the next ten years and beyond, but the “Internet-of-Things” 

(IoT) can happen now, with automated M2M communications 

bringing first responder communications and situational 

awareness to the leading-edge of IoE-leveraged technology – 

exactly where they belong as they risk their lives to protect 

and save others.  
 

II.  FUNCTIONAL CAPABILITIES ANALYSIS 

What is the Internet-of-Everything, and how do we get 
there, and why?  Before getting there, we first need to take a 
step back and investigate some technology building blocks, 
definitions, and progress to date. 



 

 

 

 

First, “Machine-to-Machine” (M2M) is generally defined 
as “technologies that allow both wireless and wired systems to 
communicate with other devices of the same type” [1].   M2M 
concepts can be traced back to the 1960’s when the first Caller 
ID system was designed – it required intelligent machine-to-
machine communication, since the calling telephone number 
needed to be transmitted and read by the receiving telephone 
to make “caller ID” work.  By the 1980’s, M2M 
communications were becoming common in industrial 
machine instrumentation and monitoring.  These private M2M 
networks became known as the “Industrial Internet”.  Starting 
in the 1990’s, wireless (cellular) M2M communications took 
hold.  And today, with the prevalence of smartphones and 
“cloud” computing, M2M communications are commonplace 
on the public Internet (which for a number of years most 
people thought of as synonymous with only the www - 
“world-wide-web”). 

Next came the “Internet of Things” (IoT), a term first used 
in 1999 with the introduction of radio-frequency identification 
(RFID) chip technology, but in the past few years has become 
a very popular term describing “physical objects linked 
through wired and wireless networks” [2].  IoT offers 
advanced M2M connectivity that can achieve a level of 
automation and monitoring in many fields/markets.  Most 
people would be familiar with the “smart thermostat”, an 
example of an M2M IoT device/application.  If every device 
in the world were to contain an embedded RFID chip, then the 
IoT could potentially include every smart device in the world, 
communicating over wireless/wired networks.  But that’s not 
“everything”… 

The “Internet of Everything” (IoE) describes the ”bringing 
together of people, process, data, and things to make 
networked connections more relevant and valuable than ever 
before” [2].  IoE encompasses both M2M and IoT 
technologies, and it is the pervasiveness of IoE than can be 
leveraged to achieve many things for many people, including 
first responders.   

There are a number of technological capabilities that are 
critical to achieving the IoE, which are discussed below: 

 

A.  Security, Security, Security 

Software Defined Networks (SDN), and more specifically, 
Software-Defined network Perimeters (SDP) appears to be a 
network game-changer for the M2M Internet-of-Things, and 
especially for emergency responders.  [SDP is an open 
protocol [3] developed by the Cloud Security Alliance, 
authored by an expert group of a dozen industry visionaries.]  
In its raw, basic form, an M2M IoT/IoE architecture would 
have a global internet IP address for every M2M device.  In 
reality, this is actually possible with IPv6 addressing.    But 
with today’s network security (i.e. physical firewall) approach, 
this would put every M2M device “outside” the firewall and 
expose every M2M device to potential internet hackers, which 
is unacceptable.  But SDP can change all that.  Secure, ad-hoc 
IP networks can be deployed on-the-fly and reconfigured 
dynamically whenever needed.  Global-IP M2M devices can 
securely “hide-in-plain-sight” on the global internet within a 

secure SDP logical network.  With SDP, we can deploy a 
mobile M2M device network that is not dependent on the 
physical network infrastructure layout - just use SDP to gather 
the desired IP-addressable M2M devices (from anywhere 
around the world) into a secure logical network.  As long as all 
M2M devices can achieve internet connectivity, by any 
wired/wireless/cellular/etc. means available, they can be 
configured into a secure SDP network.  And it can be 
dynamically re-configured – for example, if a mobile M2M 
device geo-locates within range of an SDP M2M network 
node, and it can provide appropriate SDP authentication 
credentials, it can dynamically join the network of M2M 
devices.  What this means is that our proposed vision of an 
emergency responder walking toward a “smart” building and 
have that building’s occupants/sensors start communicating 
with him/her can be achieved with SDP networks.  SDP has 
already been demonstrated as an operational concept, and with 
this M2M SDP approach, it becomes irrelevant which types of 
network communications (Bluetooth, zigbee, cellular, wifi, 
etc.) are being used to create internet access for M2M devices 
– all can be leveraged to create the M2M IoT/IoE, with as 
many individual secure SDP M2M subnets as needed, 
overlayed on top of any/all physical internet communications 
pathways. 

SDP provides the critical functionality to protect and 
secure M2M nodes in an ad-hoc M2M IoT/IoE network.  
Without a secure, dynamic, M2M network, the vision of an 
emergency responder instantly communicating with a “smart 
building” would not be feasible.  But with SDP, it can, and 
will, happen.   SDP enables an ad-hoc, secure M2M network 
to rapidly deploy and “hide in plain sight”.  In an emergency 
response situation, this is exactly what we need.   

The SDP network access authorization workflow is shown 
in Fig.1 below: 

 

Figure 1.  SDP Access Authorization Workflow [3] 

 

Balfour Technologies’ fourDscape® system/software 
platform [4], utilized by VCORE Solutions in numerous M2M 
system deployments for public safety, security and emergency 
management, already implemented many features of SDP-like 
authentication of users and devices, and has now been adapted 
to be conformant with the industry open standard SDP 
specification (architecture, workflow, and protocol) 
documented in the SDP 1.0 Spec (April 2014) published by 
the Cloud Security Alliance.  M2M IoT/IoE and all its 
potential benefits will fail without achieving un-breachable 



 

 

 

 

network security, which is what SDN/SDP advanced 
technology can and must deliver in a mobile, wireless M2M 
world. 

 

B.  A pervasive M2M Standard 

The Internet-of-Everything doesn’t happen with a plethora 
of independent, competing silos of M2M technology and 
connectivity.  For M2M/IoT to go mobile and leverage global 
IoE capabilities anywhere (which is what emergency 
responders need as emergency locations are somewhat 
unpredictable and change every day), a global industry 
standard must be, and is being, developed:  the oneM2M [5] 
functional architecture must be a major focus in any M2M 
IoT/IoE architecture/platform.  It will be the global M2M 
standard – all the major global telecomm standards groups have 
bought into and are supporting it.  Also, it is being developed 
as a “best-of-breed” architecture -  oneM2M has already done 
an analysis of most of the existing attempts of an M2M 
architecture/system (from standards organizations such as 
ATIS, ETSI, TIA, TTA, 3GPP, as documented in their 
Architecture Analysis Technical Report) and are using that 
knowledge, plus evaluation of numerous M2M use cases in 
various vertical markets, as the basis for the oneM2M 
architecture/protocol being developed.  oneM2M focuses “on 
the Service Layer aspects and takes an Underlying Network-
independent view of the end-to-end services.  The Underlying 
Network is used for the transport of data and potentially for 
other services.” [6]  What this means is that oneM2M will 
work on any network transport architecture, which is exactly 
what we need for globally addressable M2M devices to connect 
over heterogeneous end-to-end networks.  [oneM2M achieves 
this with a layered services approach, specifically utilizing 
underlying Network Services Entity(s).]  oneM2M is clearly 
the best reference architecture – any M2M solution not 
addressing and leveraging oneM2M would likely have a very 
short half-life with sparse pockets of deployment, which is 
certainly not the goal of the IoE.  And with SDP providing the 
ability to deploy perimeter functionality where needed in order 
to isolate services from unsecured networks, SDP technology 
can protect and secure M2M nodes and services in an ad-hoc 
emergency M2M network – exactly what we need. 

Our current research/analysis has also shown that Balfour 
Technologies’ existing, mature fourDscape software 
technology/architecture has a number of conceptual 
similarities to both oneM2M and SDP.  This means that 
existing, commercial fourDscape can serve as the basis for an 
M2M/SDP system/architecture that can be operational now, 
and also continue to evolve into a comprehensive, compliant, 
commercial M2M IoT/IoE system for the foreseeable future. 

 fourDscape is a layered architecture of networked 
components, similar to the oneM2M reference architecture.  
As is evident in the brief descriptions below, there is a very 
straightforward mapping between our existing fourDscape 
networked components and oneM2M defined components (see 
Fig. 2).  It is not a big stretch to see how the existing 
fourDscape architecture could quickly support a oneM2M 
system structure. 
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Figure 2.  oneM2M Architecture 

 
o resources - fourDscape resource modules can serve as 

oneM2M “Application Service Nodes”, interfacing to a 
multitude of mobile devices, wrapping them to appear as 
compatible M2M devices.  

o engines – fourDscape engines coordinate between 4D 
resources and 4D servers, and can serve as oneM2M “Middle 
Nodes” or M2M gateways. 

o servers – fourDscape servers coordinate the data 
feeds to/from 4D resources/engines and fourDscape browsers, 
which would serve as oneM2M “Infrastructure Nodes”. 

o browsers – fourDscape browsers are the user 
interface to all 4D portal functionality generated from 4D 
resources/engines/servers, and would be the user-accessible 
M2M applications in a oneM2M architecture. 

 fourDscape is already an IP addressable, networked 
system of scalable components, which are already deployed 
and operational as a cloud-based system.  This makes it ready 
to support both SDP and oneM2M in real-world M2M IoT/IoE 
deployments. 

 fourDscape utilizes RESTful (http/CRUD/URI) 
TCP/IP, over heterogeneous net transport layers, which makes 
it both network independent/agnostic and capable of 
CRUD/URI accessible resources (like oneM2M). 
 

 M2M Common Services Functions (CSF) – An M2M 
IoT/IoE platform like fourDscape will implement features 
identified as M2M Common Services (see Fig. 3 below), in a 
oneM2M Common Services Entity (CSE) package, such as: 
 

o Addressing & Identification (AID) of physical and 
logical resources in an M2M environment. 

o Discovery (DIS) of all available M2M nodes. 
o Registration (REG) of all authorized M2M nodes, 

which can also leverage the SDP authentication workflow, 
providing a quite secure ad-hoc M2M network. 

o Location (LOC), utilizing geo-data feeds identifying 
realtime locations of assets (such as vehicles) and/or devices 
(such as sensors, smartphones, etc.). 
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Figure 3.  oneM2M Common Services 

 
o Data Management & Repository (DMR) designed as 

a “Big Data Repository” of archived realtime dataflow. 
o Network Services (NSE) which can be built on top of 

an object-oriented network sockets library that supports 
TCP/IP, SSL, HTTP, RTSP, etc. network message 
connectivity, which can be utilized to grow M2M Network 
Services with functionality to support higher level network 
services as needed. 

o Security (SEC) for network/authentication security, 
leveraging SDP, which also achieves the capability of ad hoc 
secure  local network creation on-the-fly, which would greatly 
enhance M2M functionality.  M2M SEC also demands 
“sensitive data handling” capability to secure credentials 
during storage and manipulation, which is an important 
security consideration that must be addressed. 

o Subscription & Notification (SUB) – offering 
subscription services to M2M nodes (for example: fourDscape 
resources/engines/servers/browsers), to not only notify of an 
available change/update to a resource, but also to auto-deliver 
the updated data as requested.  

oneM2M is an evolving open standards work-in-progress, 
but the initial release of oneM2M standards documents in 
2015 have provided sufficient detail to be implemented as a 
reference architecture, which can be utilized to deploy M2M 
IoT/IoE systems now, in a standard oneM2M fashion, and be 
able to evolve and comply with the global oneM2M standard 
in the years to come.  The fourDscape software technology is 
becoming one of the first M2M IoT/IoE platforms supporting 
an integrated SDP and M2M architecture – a powerful 
combination that can make M2M IoT/IoE a reality today. 

 

C.  Powerful M2M IoE Apps (i.e. 4D Data Visualization) 

Balfour Technologies has recently demonstrated that our 
“futuristic” scenario of a smart “talking” building with M2M 
machines engaging first responders at the scene can be 
achieved, using its fourDscape system as a prototype 
SDP/M2M system platform and its fourDscape four-
dimensional browser as a powerful M2M interactive 
application.   In September 2014, a live demonstration of the 
following scenario was performed in Bethpage, NY (images 

are actual iPad screenshots of the live first responder 
scenario): 

 

 A first responder with an iPad (which has a pre-
loaded authorized network access certificate) has cellular 
access to a 4G LTE Verizon mobile network.  The responder 
with his iPad approaches the building.  When it comes within 
proximity, the building’s secure Software Defined Perimeter 
(SDP) network senses its presence, checks its credentials, 
authorizes it and grants the iPad access to the building's 
private SDP network.  Once on the building network, M2M 
machines within the building present themselves to the iPad 
user via icons overlayed on the live iPad camera view of the 
building, creating an augmented reality scene for the user (see 
Fig. 4). 

                      
Figure 4. iPad Augmented Reality scene of a “Smart building” 

 
In this demo the user accesses, via icon touch or M2M 
button/dialog (and/or voice commands), the following sample 
machines providing realtime information from the building: 

 Pre-recorded 360 degree video walkthrus of the 
interior of the building's layout, critical infrastructure and 
assets.  (in top-left corner of Fig. 5)   

                      

Figure 5. 360° video walkthrough of building accessed 

 Live video feeds from the building's surveillance 
cameras. (see Fig. 6) 

                      

Figure 6. Live surveillance camera feeds accessed. 

 



 

 

 

 

 The building's Standard Operating Procedures (SOPs) 
for this emergency, showing live status of which SOP steps 
have already been executed (see Fig. 7). 

                   

Figure 7. Live status of building’s Standard Operating 
Procedures. 

 

 Basic multi-user collaboration is also 
demonstrated:  A second “authorized” responder with his iPad 
has previously entered the building and accessed the building 
SDP network over a building wifi hotspot.  The two users then 
collaborate on a floor plan drawing provided by one of the 
building's M2M machines, loaded on a shared 
whiteboard.   Each user interactively draws on the floor plan to 
suggest a potential ingress route, and also utilizes local text 
messaging facilities to communicate with each other  (see Fig. 
8). 

                  

Figure 8.  A “Twiddla” shared whiteboard using realtime 
floor plans provided by the smart building. 

 

 The responder inside the building, via text message, 
also tells the responder outside to access his live iPad camera 
feed from inside the building, which he does.  (see live mobile 
iPad video camera stream in center of Fig. 9). 

                   

Figure 9.  Mobile iPad camera inside building accessed. 

Note that the M2M machines, SDP servers, Engines, 
Resources, and fourDserver that made this demo work were 
running on Verizon NextGen Cloud servers in Culpepper, 
VA., making this a truly machine-to-machine Internet-of-
Things live demonstration.  What was seen demonstrated are 
two responders on completely different networks and access 
points (one on a 4G LTE cell tower, the other on a local wifi 
hotspot) communicating with each other securely on a private 
SDP network provided ad-hoc by the building infrastructure, 
with M2M machines in the building communicating with the 
responders – powerful capabilities and situational awareness 
for all first responders. 

 

D.  Data Privacy and Trust 

 The Internet-of-Everything (IoE) is rapidly approaching. 
With access to the IoE and millions of time-critical 
sensors/data, first responder situational awareness and 
immediate actionable knowledge will be enhanced, improving 
public safety and critical infrastructure security.  The safety, 
efficiency and accuracy/effectiveness of first responder actions 
will also be significantly improved as well.  And although the 
rapid proliferation of networked sensors and big data analytics 
facilitate significant opportunities to greatly enhance timely 
situational awareness for public safety, security and 
emergency response, concerns have been raised about IoE’s 
impact on privacy.  There is fear that fundamental privacy 
protections once taken for granted, can now be compromised 
by the sheer volume and velocity of data being manipulated to 
create value for many private and commercial applications.  
Just look at the popular process of “nudging” in commercial 
advertising, where identifiable data is used to profile 
individuals to analyze, predict and influence their behavior, 
which can certainly be characterized as potentially invasive to 
privacy. 

Hundreds of years ago, Benjamin Franklin is quoted as 
saying: “Those who would give up essential liberty to 
purchase a little temporary safety, deserve neither liberty nor 
safety”.  So putting privacy first and foremost, we need to 
develop the means (processes, systems, architectures) to 
transform the wealth of information flowing in the IoE into 
actionable knowledge, especially for public safety and 
security, while protecting the privacy of individuals and 
organizations that are the source of some of this valuable 
sensor data. 

The emerging “Internet-of-Everything” (IoE) will 
undoubtedly be the norm in the years to come.  If 
public/government agencies (in this case specifically first 
responder organizations) are to leverage this powerful 
technological advancement, privacy concerns must be 
addressed, and individual privacy guaranteed.  Balfour 
Technologies is currently pursuing innovative research into 
applying “privacy by design” principles [7] to its fourDscape 
IoE platform/architecture, and addressing other critical related 
issues beyond privacy (i.e. once privacy is achieved and 
available IoE sensors/data can be leveraged), such as 
TRUSTING, HACKING, SCALING, SECURING, and 4D 
BIG DATA VISUALIZATION.  Without the full package of 



 

 

 

 

IoE innovation that can embrace the very public IoE world in 
a very private and secure way, and can continue to evolve in 
parallel with emerging commercial IoE technology, first 
responders will not be able to leverage the commercial state-
of-the-art in the short term and in the years to come.  Current 
technology innovation can change that. 

Through technology innovation, we need to effectively 
enable first responders to leverage state-of-the-art and future 
IoE technology and capabilities.  Besides all the 
environmental and surveillance sensors that are rapidly being 
deployed, individual citizens also represent the potential (if 
their privacy can be guaranteed) for millions of mobile 
sensors/video that can provide unprecedented, live data feeds 
to greatly enhance and improve first responder situational 
awareness, effective actions, safety, and ultimately the safety 
and security of the same public that is the source of these 
mobile sensors.  This is how the goal of the Presidential Policy 
Directive (PPD-8) on National Preparedness [8] (aimed at 
achieving an integrated, layered, and “ ALL-OF-NATION” 
(all levels of government, the private and non-profit sectors, 
and individual citizens) preparedness and response approach 
that optimizes the use of available resources) can be realized, 
and maintained with minimal “technology update” costs in the 
years to come (i.e. “available, affordable, and sustainable”). 

 

III. CONCLUSIONS 

Over the past decade, fourDscape-based technology has 
been utilized on a wide variety of projects, providing 
situational awareness to numerous levels of users.  By 
integrating fourDscape technology with SDP, oneM2M, and 
addressing important data privacy and trust concerns, an M2M 
IoT/IoE system can be deployed for first responders in the 
short term;  in fact, a Small Business Innovative Research 
(SBIR) project has already commenced with U.S. Department 
of Homeland Security (DHS) Science & Technology (S&T) 
Phase II funding support to do just that. 

There is much more that can be done with the 
technological capabilities described here.  And not just in the 
first responder / emergency management field.  Secure, 
machine-to-machine, internet-of-things technology can be a 
driving force towards achieving the Internet-of-Everything, 
one step at a time, in heavy industry, facilities management, 
public safety, home healthcare, traffic management, home 
monitoring & control, even personal services.  When the IoE 
becomes aware and shareable, with privacy guaranteed, the 
world we live in will quickly evolve to a new level of 
technology automation and connectivity. 
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